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Brand Protection in the Evolving Social Media Environment

1. Generation Z and consumer decision-making approaches
2. Challenges/opportunities: 
• Increased consumer engagement
• Legal framework made for analog world
• Online and with social media
• Counterfeiting

3.  Practical Strategies and Solutions:  
• IP Toolkit
• Architectural Toolkit
• Team



Generation Z consumer choices:  
authenticity, morality, engagement



Characteristics of Generation Z
Strong sense of self: 

92% say important to stay true to who they are



Aspire to maintain a strong morality:
89% say they determine their own moral code



Brands serve as extension/reflection of identity:
80% say it’s important that brands fit their style
on an individual basis



Brands should reinforce morals and values
86% say it’s important that brands are accessible
85% believe brands should do good in world



Apply situational morality
48% say it’s not ok to buy counterfeit products, 
authenticity is important



(But income is slightly higher than morals (47/37) 
as basis of purchasing decisions.)







Challenge 1:
Increased consumer engagement in social media





Trademarks as part of lexicon. Use of trademarks 
as cultural commentary, as art, as aesthetic object. 









Challenge 2:
Engagement in branding with User Generated 
Content (UGC) in social media



Influencer: someone who leverages a social media 
following to influence others and make money

Sponcon: Sponsored content















Challenges/opportunities online and with 
social media



Challenges/opportunities online and with 
social media

using social media for brand development 
and enforcement





Challenges/opportunities online and with 
social media

cease and desist letters / PR









“the best C&D ever”













Challenges/opportunities online and with 
social media

Counterfeit goods



Explosion of online shopping

- Nearly $220B extra in online ecommerce in 2 years
o $102B in 2020
o $116B in 2021

- During pandemic, global online spending $26.7T



Challenge 3:
Analog law in a digital era



Likelihood of confusion: cause confusion, 
mistake, or deceive as to affiliation, connection, 
or association of such person with another 
person, or as to the origin, sponsorship, or 
approval of his or her goods, services, or 
commercial activities by another person



Be careful to abide by advertising laws!





FTC guidelines
• If “material relationship” to a product that you’re posting about on 

your Instagram 
• You have to disclose it in the captions using words like “ad” or 

“sponsored.” 
• #sp or #[brand]partner, or sticking their #ad disclosure at the end of a 

long caption are not enough!  Nor is “paid partnership” at top of post.



Practical Strategies/Solutions



Practical Strategies/Solution 1:
IP Toolkit

1. Trademark Protection
- Strong/protectable brands
- Trade dress, non-traditional marks
- Plan ahead
- Invest in clearance
- Targeted protection:  key brands, key jurisdictions

2. Domain names – where rogue website with infringing name, 
utilize UDRP

3. Design patents
4. Copyright



Practical Strategies/Solution 2:
Architectural/Technological Toolkit
• PR
• Blockchain
• Certification programs, symbols
• Authentication technology
• Geographic market considerations
• Supply chain
• Track and trace mechanisms  
• Consumer engagement



Practical Strategies/Solution 3:
Collaboration Toolkit
• Industry – can play key role in helping governments better 

understand practical implications of policy and legislation
• Police, prosecutors, and judges on enforcement front
• Legislators
• Investigators
• Professional organizations, such as ASIPI and INTA – can 

facilitate collaboration between brands and other 
stakeholders



Thank you!


