Influencers Virtuales en la era de la |A:

Desafios legales, de propiedad
intelectual y éticos de los nuevos
protagonistas del marketing digital

Virtual Influencers in the age of Al:

Legal, intellectual property and
ethical challenges of the new
players in digital marketing.
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Infroduction of Al and Advertising

Al:

 Scientfific discipline that creates computer programs to perform
operations comparable to those performed by the human
mind.

« Machines mimicking human intelligence.

« Algorithms to solve problems and make decisions based on
logical reasoning.

Advertising

« Practice of promoting products, services, or ideas to a target
audience through various media channels.

« Al-related strategies to promote brands.
« AIms to influence audience's actions.




Changes in Advertising with Al Integration

/
Revolutionizes * Significant changes in advertising
industries  Tailor ads to user data
\
/
» Crafts engaging content based on
Analvzes data data analysis
y e Predictive analytics regarding
consumer behavior and trends
-
/
e Enhances brand-consumer
Transforms relationships
interactions * Adaptation to advertising
campaigns
\
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What happens when a “review” Is generated by
virtual influencers operated by |A?

%‘ lilmiquela y bmw
b

f@ lilmiquela y bmw

GEQ bmw y lilmiquela

100% electric adventyses™ %
The first-ever BMW iX2. Driven by @lilmiquela

#THENEWIX2 #BMWiX2 #BMW #BMWi
#BMWElectric

BMW iX2 xDrive30: Combined power
consumption: 17.7-16.3 kWh/100 km. Combined
CO2 emissions: O g/km. Electric range: 417-449
kilometers. All data according to WLTP. Further
info: www.bmw.com/disclaimer

ta a lilmiquela y

Il bmw - Make it real 2 lilmiquela

Qv ' W Q

72,069 Me gusta
bmw Make it an experience. Make it real.
The first-ever BMW iX2 x @lilmiquela. 100% electric.

Qvy . W
72,069 Me gusta

bmw Make it an experience. Make it real.
The first-ever BMW iX2 x @lilmiquela. 100% electric.

#THENEWIX2 #BMWiX2 #BMW #BMWi #BMWElectric As I PI

#THENEWiX2 #BMWiX2 #BMW #BMWi #BMWElectric




What happens when a “review' is generated by
virtual influencers operated by |A?

Consumer  protection  regulations  regarding
truthfulness and fransparency in the promotion of
products and/or services, should be extended to
virtual influencers.

gl @ lilmiquela @ New tunes coming

) v/ soon. Zoom in on my
@samsungmobile Galaxy Z Flip for
the deets (there's a lil teaser in there
for my #TeamGalaxy fam). Been
walking around LA all day listening

to the final mix and I'm finally ready
to share it with you =% /I #ad

Their reviews should point out that they are not
based on real events, but rather are fictitious or
simulations, and they must be transparent whether
it is a paid partnhership.

®

4’9 dev.outta.sac @jaztheillest
118!

w Reply

_tamycarvalhooficial Gente ela é um
robd =

B oav A

| 39,261 likes

Log in to like or comment
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Consumer Reviews

Through social media and the different e-commerce platforms, users express their
opinion about products & services, causing a dirrect impact on the shopping
experience of other users.

% % K Kk

| had a great time eating delicious food at your restaurant. The waiters

and waitresses were committed to great service and were very friendly. The
atmosphere was awesome and | definitely liked that you have a very modern
style. Most importantly, every food and drink on your menu tasted great!

O,
@

* = _— 4 .: i -
l R | requested an estimate from The Roof Doctor. & few
hours later | got an email with an estimate. However, | hadn't even
talked to them, nor had they come out and look at my house. If you Ia«

ask me it seemed very fishy and very unprofessional!
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Dark Patterns

The Mexican Federal Trade Commission (PROFECO) defined it as:

Tricks used by shopping apps and websites 1o influence people's
behavior so that they will spend more. Which may include the use of
particular colors for visual disorientation, fake reviews, confusing

language, hidden options, false urgencies, or incomplete information.

It is known that Al its being used to design deceptive campaigns to
manipulate consumer choices.

product and it's
really amazing! FAKE
REVIEWS SPOTTED

% King Julien > &
a from Madagascar - :
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Al can be leveraged in many ways, and the tools are constantly evolving.
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? Microsoft Copilot

Copilotis used by
many functions to
enhance
productivity of day-
to-day tasks:

taking notes, generating
action lists & summarizing
email chains

¥ Copilot

Team Offsite Feedback Summary
Overall Satisfaction:

High satisfaction with recent outing,

fostering camaraderie and team spirit.

Activity Preferences:

Desire for more active and engaging
activities: team sports, outdoor
adventures, and group challenges.

Variety and novelty emphasized for
selecting destinations and activities.

Healthy Competition:

< You

List the key points from
the Takeaways slide of
this presentation
/TeamOffsiteFeedback-
2024.pptx

» Copilot

< You

Now with that in mind,
suggest some new team
outings that are sporty
and get us out

of the office.

Some future outing ideas might be:

Escape room
Cooking Class
Scavenger hunt
Laser tag

Interest in fostering healthy competition

between departments: sports
tournaments, challenges, and trivia
contests.
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Samantha. Al

Incorporates a tailor-made tfaxonomy
system called “Brand Brain” to enable
marketers to access complex brand
elements and audience

oo . segmentations to create robust written
Al-powered copywriting assistant content

that leverages Generative Al

technology to help Marketers .
te hiah lit it ; ; Can be built to scale across
credare nign quaillty wrinen conten brand, category, and

with efficiency and consistency. language to generate wide
range of marketing copy

An internally developed,
—— e Oroprietary tool. ’
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Competent authorities related to advertising in Mexico

PROFECO (The Mexican Consumer Protection Agency)
COFEPRIS (Mexican FDA)

IMPl and INDAUTOR (IP and Copyright Offices)

FGR (Mexican Attorneys General Office)

Civil Courts

COFECE (Antitrust Commission)

CONAR (Council for Self-Regulation and Advertising Ethics)

o)
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Regulatory Frameworks in Latam

« Overview of Al and Advertising Regulations

« Latin America is increasingly adopting regulations focus on
consumer protection and ethical practices.

 Relevanth Autorithies

« Consumer protection, health protection and intellectual
property regulatory bodies

 Self-regulatory entities

« Regulatory Enforcement

« Enforcement of advertising standards
Issuance of recommendations
In-House compliance
« Importance of adhering to regulatory self-regulatory frameworks
« Conseguences of non-compliance

ASIPI



Mexico Influencer Guidelines

« Mexico has no legal or binding provisions related to virtual influencers.

« However, in 2023 PROFECO issued the Influencer Advertising Guide fo promote regulafion in
digital media, and in 2024, COFEPRIS also issued the Influencer Advertising Roles and

Responsibilities Guidelines, related to health products and services and their marketing.

« Recommendations:

O Responsibilities of the advertiser, the advertising agency and the media hub (influencers).
Q Certain type of products must comply with specific cmd specml regulc’nons

d Avoid ambiguous references and abbreviations
> #Ambassador #Partner #|A

d Real experiences with the product or service.
d Positive and negative anecdotes.




Infersection between consumers, influencers and |A

Gi\{en the lack of a Iegql proyision that e>.<p.lici‘rly regulates the

Selobleh parameters and aiterio 1or fagulatony porpoLes for: n.-!’
S il !_4@/\, '

Prevent fake reviews (Generated by IA users) '

Justify the review-quality relationship

Create a sanction regime

Prohibit the use of bots to write reviews

Prohibit writing false or biased reviews to affect
competitors

Avoid Dark Patterns

Prevent manipulation of reviews (Share only positive
opinions)

Establish ethical boundaries

=
4 ! q. sy
P A o ~ ;
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The Beauty Industry is an early adopter

Prose Skincare L'Oreal BOOST LAB
Personoliﬁﬁcej skincare "Coloright"

Personalized Skin Analysis

Coloright
LOREAL
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Latest Al technology comes
along with a broad range of
business and legal risks (that
continue to evolve).

Intellectual Confidentiality

Property Confidential
Third Party IP data Regulatory
Infringement disclosed to Action &
Loss of Control public / third Enforcement
of Unilever IP parties

Damage to Data Privacy
RepU10h0n_ & Personal Data
Commercial in Al models &
Relationships prompts

Ethics
Bias Contractual
Liability, Business

Regulatory
EU Al Act &

Global Laws : Mis- 2 . .
information Disruption &

B s Creators' Financial Losses
Rights

Consumer &

Governance is crifical to both

protect your business AND

unlock the frue potential of Al. A

few considerations:

Can dynamic compliance
processes be created to quickly

the worlde

Does your Governance Council/
Team have representation from all
key functions and the necessary
subject matter expertise?

Does your on-boarding and

V|
K() monitoring program enable
continuous assessment and

mitigation of riske

adjust to evolving regulations around

¥



Onboarding & Responsible use of Al

Ensure your organization is supported by clear Al Assurance protocols and processes for ALL

uses of Al (even POCs & pilots), with the right functional partners embedded.

=Yool
Review

Ensures

right contractual
guardrails in
place, evaluates
and advises on IP
and advertising
risks

Enterprise
Architecture

To ensure
alignment
with Business
enterprise fech
objectives and
strategy.

Cyber Security
Assessment

To evaluate the
security controls
(malware, access
management)
incorporated
within the
application, to
ensure it is safe for
UL use.
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Al and Advertising

: U.S. Regulatory Considerations

=]

Key Bodies in the U.S.:

Federal Trade Commission

51 Attorneys General (states +
Washington DC)

e Enforce laws prohibiting unfair or
deceptive marketing practices,
including misleading advertising

BBB National Programs:

e National Advertising Division (NAD),
resolves complaints regarding
misleading advertising

e Children's Advertising Review Unit
(CARU): enforces guidelines for
responsible advertising to children

Truth-in-Advertising Concerns

Generative Al can hallucinate: If
using gen Al to create copy, make
sure claims are supported, not
exaggerated.

Ensure that Al-generated pictures
don't misrepresent product's
characteristics or qualities.

Labeling an ad as created with Al is
not a defense if ad is misleading.

FTC Actions

Operation Al Comply: 5 cases
targeting 3 categories of Al-related
issues:

e Claims about Al tools that were
one part of a deceptive marketing
scheme

e Claims overstating Al tool's
capabilities
e Using Al to generate deceptive

marketing content. ’
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Federal Trade Commission

 Five cases:

i : o  DoNotPay: Al-powered "world's first robot
Operation lawyer"
—  Ryter: Al writing assistant fo create
g Com ply testimonials and reviews
® P « Ascend Ecom: "cutting edge Al tools" to
- earn $ in business opportunity
(T « Ecommerce Empire Builders: "Al-

powered Ecommerce Empire”

« FBA Machine: guaranteed income thru
online storefronts using Al-powered

software
)
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Al In Advertising to Children

BBB National Programs Issues Compliance
Warning for Use of Al in Child-Directed
A(lvertising and Data Collection

Brands should avoid Al uses that:
Mislead children about a product or service

Exploit a child's difficulty in distinguishing real from
fanciful

Mislead a child into believing Al characters are
real

Mislead as to whether a celebrity has endorsed a
product

Goal: Develop and release Al Guardrails
addressing advertising and privacy

[ National
=1 Programs

Children’s Advertising
Review Unit"

COMPLIANCE WARNING REGARDING THE USE OF Al IN ADVERTISING AND
ONLINE DATA COLLECTION PRACTICES DIRECTED TO CHILDREN

May 1, 2024
SUMMARY

BEEB National Programs’ Children’s Advertising Review Unit ("CARU") issues this Compliance
Warning regarding the application of CARU's Self-Regulatory Guidelines for Children’s
Advertising' (“Advertising Guidelines™) and CARU's Self-Regulatory Guidelines for Children's
Online Privacy Protection? (“Privacy Guidelines™) to the use of Artificial Intelligence ("Al") in
advertising and data collection practices directed to children.

Specifically, CARU puts advertisers, brands, endorsers, developers, toy manufacturers, and
others on notice that CARU's Advertising and Privacy Guidelines apply to the use of Al in
advertising to children and the online collection of personal information from children. CARU
will strictly enforce its Advertising and Privacy Guidelines.

Advertisers should be particularly cautious to avoid the use of Al in advertising that misleads
children: 1) about product characteristics or performance; 2) about the distinction between
real and imaginary or fantasy experiences; 3) that they have a personal relationship with a
brand or brand character, celebrity, or influencer; and 4) that a celebrity or other person has
endorsed a product when they have not. In addition, advertisers should ensure that the use of
Al in advertising does not: 1) portray unsafe or inappropriate behaviors, or 2) generate or
reflect negative social stereotypes or bias.

With respect to data privacy, companies that integrate Al technology in their products must
clearly disclose data collection practices and obtain verifiable parental consent® before they
collect persenal information® from children. Transparency regarding data collection and
parental consent remain the guiding standards to uphold privacy and safety.

CARU'S ADVERTISING GUIDELINES

CARU monitors and reviews advertising directed to children for compliance with its
Advertising Guidelines. CARU seeks change through the voluntary cooperation of companies
and, where warranted, public enforcement action

CARU's Advertising Guidelines apply to all advertising, in any medium, directed to children
under age 13, including advertising that uses Al to create or disseminate the ad. The
Foundation of the Guidelines sets forth CARU's overarching principles that advertisers should

ASIPI



Industry Self-Regulation:
BBB Nafional Programs'
CARU case -

KidGeni website

A PLACE FOR
MAGIC

= Kidgeni is the best place for kids to turn inspirations into art, stories, and more. %)

Let's Create

ART 2 STORIES BOOK /' DOODLE / COLORING PAGE

(P LEARN TO DRAW

(@/

o)
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National Advertising Division Inquiry

« Deceptive demonstration:

« Google promotional video
showing generative Al
capability of Gemini to create
iImages from verbal prompts
was misleading

« Omitted prompts, sped up
process

o)
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theclueless.ai

Virtual Influencers 1o1 4 I

Publicaciones Seguidores Seguic

Virtual users that may be created with Al

tools The Clueless

Content created with machine learning éﬁf:fiiﬁydfu?;?ﬂ??foug@-|asnng Py
Who's the author of the content2 Who's oo b
responsable of the content? \ w.theclueless.ai

Cheaper and easier than traditional “~esNews ¥ - 398 mi-

influencers
Main target: Gen Z

Al analyzes engagement metrics, audience
demographics, and content relevance

Ensures alignment with the target audience
for impactful campaignes.

Tailored content could outfperform human
influencers

Ethical concerns

Use of indicators i 7t rios
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. ‘ shudu.gram @
Best pracftices -

&

Qe (2 S
> 6-6 &

Transparency from the Use of indicators #Ad Certainty in the Don't review products,
“reviewer” #3d #|AGenerated relationship just promote them.
#Fiction #Paid between the advertiser,
#Marketing the agency and the
#Sponsored influencer.
#Partnership

K

e . N
Use Al to prevent Business Compliance: Special focus when
unethical practices. Adherence to strict using Al technologies. 1,953 Me gusta
guidelines is essential shudu.gram Home Al devices just got a lot scarier.
for lawful and honest _ o _
advertising. Shudu is partnering with #AFRAIDMovie, where AlIA—the

revolutionary new home Al assistant— knows your every
move and has its own agenda. Watch the terror unfold
exclusively in movie theaters August 30th. Are you ready?

#SonyPicsPartner @AfraidMovie #paidpartnership

Ver los 55 comentarios e
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THANK YOU!

iGRACIAS!
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